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Question #1

Agnes wants to make sure that she knows which steps to take to
avoid spillage. You advise Agnes to do all of the following except:

  a.  Properly mark and store all removable media.

  b.  Check all E-mails for possible classified information.

  c.  Ensure all file names and subject headers identify the
sensitivity of the information.

  d.  Store classified data on her PDA when traveling.

Question #2

What is not PII?

  a.  ZIP Code

  b.  Information about or associated with an individual

  c.  Place of birth

  d.  Employment History

Question #3

All of the following are principles essential to a secure information
systems except:
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  a.  Confidentiality

  b.  Availability

  c.  Integrity

  d.  Accountability

Question #4

A man dressed as a service technician asks Monique for her
system passwords so that he can eradicate a problem on her
computer. She gives him the passwords. Monique is a victim of:

  a.  Peer-to-peer technology

  b.  Social engineering

  c.  Threat

  d.  Vulnerability

Question #5

Personal digital assistants or PDAs, such as Blackberrys or Palm
Pilots, pose a security threat because:

  a.  It can be easy for a person to set up a PDA to download
information from your computer.

  b.  All of these answers are correct.

  c.  Their small size and low cost make them easy to obtain and
difficult to control.

  d.  They have tremendous connectivity and storage
capabilities.

Question #6
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Thomas visits a web site that unbeknownst to him has transmitted
malicious code to his computer. This malicious code can do all of
the following to his computer except:

  a.  Cause his computer to catch fire.

  b.  Enable others to gain access to his computer.

  c.  Corrupt files.

  d.  Erase his hard drive.

Question #7

All of the following are examples of our nation's critical
infrastructure except:

  a.  Transportation and border security

  b.  Colleges and universities

  c.  Emergency services

  d.  Banking and finance

Question #8

Walt found a feature in his E-mail that allows him to automatically
download attachments.  He thinks this will give him faster access to
the attachments he gets. Using this feature can:

  a.  Create peer-to-peer threats.

  b.  Eliminate viruses from his computer.
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  c.  Make E-mail management more difficult.

  d.  Activate a virus associated with an attachment without his
knowledge.

Question #9

Diana has her paycheck deposited directly from her employers
account into her checking account. This is an example of what?

  a.  Cookies

  b.  E-commerce

  c.  Telework

  d.  Phishing

Question #10

Which of the following are an example of a security incident?

  a.  Attempts to send electronic junk mail in the form of
commercial announcements.

  b.  Attempts by unidentified or unauthorized people to obtain
sensitive personal or business information.

  c.  Loss of a government laptop containing personnel
information.

  d.  All of these are security incidents.

Question #11

Nancy just read in her local newspaper that the FBI has determined
that this crime is growing more rapidly than many others -- Which is
it?
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  a.  Identity theft

  b.  Murder

  c.  Embezzlement

  d.  Fraud

Question #12

Which of the following vulnerabilities is most likely to be exploited
by an external threat to the infrastructure?

  a.  Floods

  b.  Disgruntled employees

  c.  Insufficient cooling

  d.  Software flaws
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